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{ ' 4
1917 Website : zaproxy.org 1azi1g 111909015 Download 11ag taena1uTvaa IWd Windows (64)
Installer
~ ) Z4P - Download x o+ - o X
€ 5 C % zaproxy.org/download/ B % 0O a2

%

Q ZAP Home Blog Videos Documentation Community Sponsor Q
Download ZAP

o Checksums for all of the ZAP downloads are maintained on the - and in the relevant

° As with all software we strongly recommend that ZAP is only installed and used on operating systems and JREs that are fully patched and actively maintained.

ZAP 214.0

Windows (64) Installer 211 M8
Windows (32) Installer 211 M8 m
Linux Installer 208 MB
Linux Package 205 M8
macOS (Intel - amdé4) Installer 2338
macOS (Apple Silicon - aarch64) Installer 232M8 m

] ] Y
mmsasae Idnarni Inaauas Double Click todaaad Tsunsy

v ) zAP-Download x  + o o x
€ > C % zaproxy.org/download/ B ax O 2
Q ZAP Home Blog Videos Documentation Community Sponsor Q
L Downloads X+
A G G > ThisPC > localDisk(C) > Users > nung > Downloads Search Downloads
@ New % © ) ® W N Sort = View
o Che £ Home Name Date modified Type Size
Today
) Gollery us
o Asy D 24P 2.14.0_windows 1/30/2024 11:16 AM Application 215916 K8 fined.
> @ OneDiive
) install4j Wizard - X

Zed Attack Proxy Is preparing the install4) Wizard which
Q will guide you through the rest of the setup process.

ZAP i Desktop. »

L Downloads #

& Documents #

Wind| — =]

IR pictures #

- 6 Music »
WInd} B videos .
. 2p
Linux
N > B This PC
Llnux 1 item 1 item selocted 210 MB |
macOS (Intel - amdé4) Installer 233MB Down)

macOS (Apple Silicon - aarch64) Installer 22M8
—_——h
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AA Next Taunsenanananti License Agreement 1411880 Accept 11azna Next

v O 7AP-Download x 4+ = -

€ 5 € = zaproxyorg/download/ B4 O 2

a ZAP Home Blog Videos Documentation ~ Community Sponsor Q

Ov

L Downloads x |+ =
A~ © @ > ThisPC > LocalDisk(C) > Users > nung > Downloads Search Downloads Q
® New *$ @ ED [ Setup - Zed Attack Proxy 2140 o X B Details
o TR Neme License Agreement E
Please read the following important information before continuing.
Today ——
As{ ) Gallery [ sined.
o S el \} W»L“.".MWJ Please read the following License Agreement. You must accept the terms of this {916 8 .

agreement before continuing with the installation.

Apache License
WDesktop  # Version 2.0, January 2004
ZAP e wapache g ienses

L Downloads #
g TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
& Documents #

Wind 1. Definitions.

R Pictures~ #

6 Music » O 1 sccept the agreement
1do not accept the agreement

Wind|

B videos »

Linux < Back Next > Cancel
" > @ This PC
LinUX | s 20 . [Hao
macOS (Intel - amdé64) Installer 2338
macOS (Apple Silicon - aarch64) Installer 2328
—— .

9
10N Standard Installation taz T guuneude 11 Tasn13iden Next

v QO 7aP-Download x B = o X
€ 5 © = zaproxyorg/downioad/ mx O 2
Q ZAP Home Blog Videos Documentation Community Sponsor Q Download O L 4
L Downloads xS &
75 c > ThisPC > LocalDisk(C) > Users > nung > Downloads Search Downloads Q
@ New % @ G [ Q) Setup - Zed Attack Proxy 2140 o X (B Details
o Che £ Home Narne Select Installation Type E
Which type of installation should be performed?
R Golery Today —— :
0 A O 240.2.14.0.indow - Bisws jined.
B i 0. Seeth e of stlaon ot youvart 0 perfor.Cick et when you e ey
o continue.
© Stendard instalation
Custom installation
ZAP Woeskop  #
L Downloads #
o & Documents #
Wind
) Ormsc
Wind ... .
22p ‘
Linux < Back Next > Cancel
@ > W This PC
Linux Titem  1item selected 210 M8 i [=lo
macOS (Intel - amdé4) Installer 233 M8
macOS (Apple Silicon - aarch64) Installer 228
e =
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v QD 7AP-Download x 4+

€ 5 € = zaproxyorg/download/

Q ZAP Home Blog Videos Documentation ~ Community Sponsor Q

L Downloads X+

U C ) > ThisPC > Local Disk(C) > Users

@ New % @ ED [ Setup - Zed Attack Proxy 2140

° Che 4 Home e

Ready to Install

nung > Downloads

o x
Setup is now ready to being installing Zed Attack Proxy on your E

(a]

Search Downloads

) computer. P
0~ " |
o e [\ ZAP.LH.O.MM Click Install to continue with the instalation, or click Back if you want to review or |9"> B
, change any settings.

Destination location:

WDesktop  #
ZAP S——

4 Downloads # ZAP\Zed Attack Proxy
5 & Documents # Additional tasks:
Wind Additional icons:
PR Pictures~ # Create a desktop icon
6 Music » Check for Updates:

Wind|

Check for updates on startup: Yes

B videos »

Linux

CAProgram Files\ZAP\Zed Attack Proxy

< Back Install Cancel

> Wl This PC

Linux

Titem  1item selected 210 MB

(B Details

macOS (Intel - amd64) Installer

macOS (Apple Silicon - aarch64) Installer

1 a 2 o
5E]i]uﬂ’]T%Zﬂﬂ@NIﬂiuﬂiuﬁui%

v Q) 7aP-Download x B

€ 5 C = zaproxyorg/download/

Q ZAP Home Blog Videos Documentation Community Sponsor Q

L Downloads X+

O c Q > ThisPC > LocalDisk(C) > Users

nung > Downloads

@ New % @ D [ Q) setup-Zed Attack Provy 2140 - o X
o Che £ Home Nare Installing {]
d : Please wait while Setup installs Zed Attack Praxy on your computer.
. R Gallry foday —
s\ QD y l’
o 280 2.14.0 vindow 16 X8
> @ OneDiive Exkaing M

ZAP M Desktop  #

L Downloads #

& Documents #

Wind|

Cancel

IR Pictures »
N 6 Music .
Wind| R
i wp
Linux
= > 1 This PC
Linux

Titem  1item selected 210 MB

== ov

sined.

=N o

a

Search Downloads

Q

(B Details

macOS (Intel - amdé4) Installer

macOS (Apple Silicon - aarch64) Installer

233 MB

232 MB

Download

=

3ined.
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v O ZAP-Download x  + - o X
€ 9 @ = zaproxyorg/downioad/ WAx O a2 :
Q ZAP Home Blog Videos Documentation Community Sponsor Q O L 4
L Downloads X+ g
A © G > ThisPC > localDisk(C) > Users > nung > Downloads Search Downloads Q
@ New % @ | R Setup - Zed Attack Proxy 2140 o X B Details

Completing the Zed Attack Proxy Setu
© ¢ Ao Nam s xy Setup
~ R Gallery oy i 5
o S 4 D 2AP_2.14 0w Setup has finished installing Zed Attack Proxy on your 916 %8 jined.
> @ OneDiive

computer. The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

ZAP WDesktop  #

4 Downloads #
o & Documents #
Wind .. .
" & Music »
Wind|
B videos »
H i e
Linux it
" > W This PC
Llnux Titem 1item selected 210M8 -
macOS (Intel - amdé4) Installer 233 M8
macOS (Apple Silicon - aarch64) Installer 232M8
(—er Y s
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Q) Untitled Session - ZAP 2.14.0 — [u] X
File Edit View Analyse Report Tools Import Expert Online Help
SandardMode v|[] B H Il @ H A2 HEEEoEsELa Ve hoxE:-me@e
@ sSites = § 47 Quick Start §* = Request  ¢= Response ' Requester ==
esrn Welcome to ZAP
v Contexts
[&] Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
@ sites If you are new to ZAP then it is best to start with one of the options below.
Automated Scan Manual Explore Learn More
News
Please fill in the ZAP User Personas Questionnaire ~ Learn More
= Histery G search [Waers | output
@ @ ' Fiter: OFF ¢ Export <
D Source Req. Timestamp Method URL Code Reason RTT  SizeResp. Body  HighestAlert  Note Tags i
Alerts o U0 [0 [F 0 Main Proxy: localhost:8080 Current Scans 44 0 0 @0 X0 @0 0 o 4o




5M3AnAalilsunsu Zed Attack Proxy (ZAP) §MM3URNY Mac

1917 Website : Zaproxy.org uamﬁ’wdwﬁ'mmnw Download 1Az AU117A1IA11 Homebrew Cask

®@®@® N ZAP-Download x +

€ c 23 zaproxy.org/download/

* |trequires Java 11 or higher to run.

Officially Supported Repos

Linux Repos

» The official
* Maintained by the ZAP Team

Flathub

® On Linux systems you can also use i

e Toinstall: flatpak install flathub org.zaproxy.ZAP
e Torun: flatpak run org.zaproxy.ZAP

= Maintained by the ZAP Team

Snapcraft

On Linux systems you can use :
Toinstall: snap install zaproxy —--classic
To run: zaproxy

Maintained by the ZAP Team

Windows Package Manager

* On Windows systems you can use
e Toinstall: winget install —-—id=ZAP.ZAP -e
* Updated by the ZAP Team

Homebrew Cask

= On macOS you can also install ZAP using
® Toinstall: brew install —--cask zap
= Updated by the ZAP Team

Scoop

e On Windows systems you can also use
* Toinstall: scoop install zaproxy
e Updated by the ZAP Team

a o o . 1 a ¥ <
(1la Terminal 11z 19A194 brew install —cask zap azseIUNNEANA 1sunsuase

o200 seebra@badboy:~

Last login: Tue Jan 30 14:54:20 on ttys@0@
+ =~ brew install --cask zap

Downloading https://github.com/zaproxy/zaproxy/releases/download/v2.14.0/ZAP_2.14.0_aarch64.dmg
Downloading from https://objects.githubusercontent.com/github-production-release-asset-2e65be/3681

s S s
Installing Cask zap

Moving App 'ZAP.app' to '/Applications/ZAP.app’

zap was successfully installed!

HRRHRRHH HRRHBRHAR AR R AR R ARA RS ## 100
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mimslalasunsy ZApP

Q zap

A zapP
Suggestions

zap
Q zappos
Q  zapier

Websites

Shoes, Sneakers, Boots, & Clothing + FREE SHIPPING | Zappos.com
Zappos.com

Zappos.com (@Zappos) on X

A A 9 Y A = o A v Y A
nsANNTonNULINRUNEINUISIn NNl aeany THiaen Cancel

“ZAP" cannot be opened
because the developer cannot be
verified.

macOS cannot verify that this app is free
from malware.
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%y setting -> Privacy & Security ﬂﬁ’d JUVDI “ZAP” was blocked ..... LlazLann Open Anyway

Privacy & Security

sSensitive content warning

e ovuna
= Analytics & Improvements
& Focus

g Screen Time -l Apple Advertising

Security

® Accessibility Allow applications downloaded from
App Store

g Control Center

® App Store and identified developers
* Siri & Spotlight

¢ SRS “ZAP" was blocked from use because it is not from an
identified developer.
= Desktop & Dock
Displays Open Anyway
. Wallpaper
. Screen Saver

- Battery g FileVault

Allow accessories to connect Ask for New Accessories &

8 Lock Screen W) Lockdown Mode
. uch ID & Password

Users & Groups Others

U¥ Passwords g Extensions
/@> Internet Accounts

! Profiles
B Game Center =

&8 Wallet & Apple Pay Advanced

naasrthaemstudumsitlalysunsy zap 11@0n Open

Privacy & Security

2 # App Management
S

© Focus @ Developer Tools

%' screen Time

@ ceneral ‘

© Appearance

macOS cannot verify the

developer of “ZAP". Are you sure
@ control Center you want to open it?

@ Accessibility

# Siri & Spotlight By opening this app, you will be
¥ o . overriding system security which can
PI'IVECY & SECUI‘I(Y expose your computer and personal
information to malware that may harm
Desktop & Dock your Mac or compromise your privacy.
Displays
@ walipaper

Ask for New Accessories £
8 screen saver Open

8 satery Move to Trash

8, 'Lock Screen

@ Touch 1D & Password

Cancel

82 Users & Groups Others

) Passwords @ Extensions

@ internet Accounts

@ rrofiles

@ came Center

& Wallet & Apple Pay Advanced. d
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ede Untitled Session - ZAP 2.14.0
Standard Mode | | =] [ A SEEEETEa S ¢ @ ¥ m m o e® ]
+ § 47 Quick Start @ — Request ¢ Response [y Requester
@ Sites
. Welcome to ZAP

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

ontexts
If you are new to ZAP then it is best to start with one of the options below.

RN

Automated Scan Manual Explore Learn More

(2 Default

@ sites

News
Please fill in the ZAP User Personas Questionnaire Learn Mare x
ry 4 Search ¥ Alerts Output 4
@ @ ' Filer; OFF & Export &
D Source Req. Timestamp Method URL Code Reason RTT  SizeResp. Bady

Mlerts [0 (50 [ 10 HO Main Proxy: localhost-8081

Highest Alert

Note

TLP : CLEAR

Tags 3

Current Scans 460 &0 ®0 ) 0 @0 , 0 ¥0 0
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I5M3AnAalisunsu Zed Attack Proxy (ZAP) d13UR1Y Docker

= 4 y o @
L"‘IT1QL’J‘LIU1>CW]5UEN Website: docker.com/products/docker-desktop Mo¥1N5A1IU Iviaa TUsunsy docker

desktop Taeiaon Download for Windows

¥  d Docker Desktop: The #1 Conta X 4 - o X

&« @ % docker.com/products/docker-desktop/ B o &

Jew Announcing Docker Build Cloud: Develop up to 39X faster = Docs Getsupport Contact sales

Wdocker Products v Developers v Pricing  Blog  AboutUs v  Partners a  signin Get Started

Docker Desktop

The #1containerization
software for developers
and teams

Your command center for innovative container development

o a & Yy 9
Mnsaaad 1U51n 54 Docker Desktop 1%i581500

Q_ search for images, containers, volume... - E o 3

Z Images
Local Hub Artifactory EaRLY Access

B Volumes

\ Builds 'NEW

& Dev Environments |BETA

Extensions : Images are used to run containers
You can either build an image from a Dockerfile, or download an existing image to run

@ Add Extensions
Search images to run

How do | run a container? Run Docker Hub images
¢

6 mins 5 mins

# Signed in (D New version available m

(1)@ command prompt ttaziMIATINEEUIN Y docker lan3e 13 Tasns 19A1da docker --version



Command Prompt

C:\project\zap>docker --version
Docker version 24.8.7, build afdd53b

C:\project\zap>|

9y A 9 o

191NN Website: zaproxy.org A1 1MaAU84 zap 14@IUY84 Docker taziaonl¥mdaiiie pull images

V94 docker 1a81aon Stable

« C 25 zaproxy.org/dowinload B & o 2

Launch the installation wizard by Read the License agreement and Select 'Standard’ or 'Custom’ Click 'Finish' to exit set up
double clicking on the downloaded click 'Accept’ to continue the installation
executable file installation

Docker
stabl - 5 ! docker pull ghcr.io/zaproxy/zaproxy:stable
ndard rele
anie docker pull softwaresecurityproject/zap-stable
| ~ docker pull ghcr.io/zaproxy/zaproxy:bare
Bare Minimal release, ideal for Cl

docker pull softwaresecurityproject/zap-bare

docker pull ghcrio/zaproxy/zaproxy:weekly

Week|y Updated eve

docker pull softwaresecurityproject/zap-weekly

docker pull ghcr.io/zaproxy/zaproxy:nightly

Nightly m

docker pull softwaresecurityproject/zap-nightly

* See for more information

ZAP Weekly
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1917 command prompt 198189 docker pull gher.io/zaproxy/zaproxy:stable UREIDIUNINVSAAAUTIY

Command Prompt X +

C:\project\zap>docker pull ghcr.io/zaproxy/zaproxy:stable
stable: Pulling from zaproxy/zaproxy

b5a8d5c1uba9: Pull complete

al381635860e: Pull complete

c3ccdab28863: Pull complete

5d52b39665al: Pull complete

25de882cee95: Pull complete

525cb83bu8c5: Pull complete

Ufufb700ef5U: Pull complete

6c24b5d71c3f: Pull complete

a9792d831c31: Pull complete

21a8cac5b136: Pull complete

Te220b117dd8: Pull complete

dd2e9b4152b9: Pull complete

a59%ebfb9o9usl: Pull complete

c2747c5235b1: Pull complete

a821dded68uf: Pull complete

fa5542dbfc22: Pull complete

3cf7759d13fb: Pull complete

314a80u4bued7: Pull complete

788fe2ele278: Pull complete

Digest: sha256:3bab2978aaf988abffbbTcu382fc87673cablcd3888662afccla3bdede7b2dsuy
Status: Downloaded newer image for ghcr.io/zaproxy/zaproxy:stable
ghcr.io/zaproxy/zaproxy:stable

What's Next?
View a summary of image vulnerabilities and recommendations -

C:\project\zap>

v ) ZAP-2AP- WebswingUsage X |+ - o0 x

€« C =5 zaproxy.org/d

Q ZAP Home Blog Videos Documentation Community Sponsor Q OV

> ZAP - W 3 USAGE
Starting with version 2.5.0 you can run the ZAP Desktop Ul in your browser without having to install Java, thanks to the magic of and
To do this you will just need Docker installed. Start the container with webswing support:
« docker run -u zap -p 8080:8080 -p 8090:8090 -i ghcr.io/zaproxy/zaproxy:stable zap-webswing.sh
« We

+ docker run -u zap -p 8080:8080 -p 8090:8090 -i ghcr.io/zaproxy/zaproxy:weekly zap-webswing.sh

Then point your browser at

tep://localho
You will then see the familiar ZAP splash screen while ZAP starts up.
Webswing - Mozilla Firefox x
Webswing x|+
€ 0 localhost [« BES » + A B U 4w OveO > By » =
) ) 13
Eile Edit View Analyse Report Iools Qniine Help

Standard Mode ¥) T 12 0E L L AU =@
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11135 19¥A194 docker run -u zap -p 8080:8080 -p 8090:8090 -i ghcr.io/zaproxy/zaproxy:stable zap-

. A g
webswing.sh N1 command prompt

Command Prompt - docker r X + o~

C:\project\zap>docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
ghcr.io/zaproxy/zaproxy stable 9899971d6689 3 weeks ago 2.082GB

C:\project\zap>docker run -u zap -p 8080:8080 -p 8090:80890 -i ghcr.io/zaproxy/zaproxy:stable zap-webswing.sh
Using ZAP command line options: -host ©.0.8.8 -port 8896

1la Browser (i1 url ; http://localhost:8080/zap

D (@ duwudon

AY zap - 24P 2.14.0 =1[=][*
File Edit View Analyse Report Tools Import Export Online Help

Standard Mode B 0. 1 WD d 3B = L) e *
@Sites 4 & Response Requester ¢+

@ Quick Start @ + Request

Cantexts Welcome to ZAP

ey ZAP is an masy to use intearated nanstration tasting rTm fer finding

Do you want to persist the ZAP Session? o the options
Yes, | want to persist this session with name based an the current timestamp

Yes, | want to persist this session but | want to specify the name and location

No, | do not want to persist this session at this moment in time

Remember my chalce and do not ask me again Q

You can always change your decision via the Options / Database screen

o History 4| Help

!
@ @ T Filter: OFF & Export

a

ID So.. Req.Times.. Me URL C.. Reas Size Res.. Highes. N Tags

Alerts fU0 40 [0 [0 Main Proxy: localhost:8080 Current Scans @ 0 #$0 ®0 20 @0 , 0 #0 #o
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IEMIAANI JAVA noumanandlisunsu ZAP

Y
ANLEAS Error M3aaaa 11sunsy ZAP

/ The install4j wizard could not find a Java(TM) Runtime
Q Environment on your system. Please locate a suitable

64-bit JRE. (minimum version: 11)

No JVM could be found on your system.

Please define EXE4J_JAVA_HOME
to point to an installed 64-bit JDK or JRE or download a JRE

from https://adoptium.net.

Log: C:\Users\suthi\AppData\Local\Temp\i4j_nlog_S%.log
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TnureuiIMIa1l Ivaa JDK a1y OS 1e9auodn 1991 Nasn

Website : https://www.oracle.com/java/technologies/downloads/#jdk21-windows

Products Industries Resources Customers Partners Developers Company Q EE (@ viewAccounts ‘ [J] contact Sales
Java downloads Tools and resources Java archive

JDK 21is the latest long-term support release of Java SE Platform.

JDK 21 JDK 17 GraalVM for JDK 21 GraalVM for JDK 17

JDK Develop Kit21.0.2d load

JDK 21 binaries are free to use in production and free to redistribute, at no cost, under the Oracle No-Fee Terms and Conditions (NFTC).

JDK 21 will receive updates under the NFTC, until September 2026, a year after the release of the next LTS. Subsequent JDK 21 updates will be licensed under the Java SE OTN License
(OTN) and production use beyond the limited free grants of the OTN license will require a fee.

Linux mac0s Windows

Product/file description File size Download

x64 Compressed Archive 185.52 MB https://download.oracle.com/java/21/latest/jdk-21_windows-x64_bin.zip (sha256)
x64 Installer 16391MB https://download.oracle.com/java/21/latest/jdk-21_windows-x64_bin.exe (sha256)
x64 MSI Installer 162.07MB https://download.oracle.com/java/21/latest/jdk-21_windows-x64_bin.msi (sha256)

Y v
nadaad Ian 1asuun adn Next

Welcome to the Installation Wizard for Java SE Development Kit 21.0.2

This wizard will guide you through the installation procass for the Java SE Development Kit
21.0.2.

Cancel
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AaN1)u Next
- Destination Folder
This will install the Java(TM) SE Development Kit 21.0.2 (64-bit), which requires

420M8 on your hard drive. Click the "Change" button to change the installation
foider.

/ j Install Java(TM) SE Development Kit 21,0.2 (64-bit) to:
C:\Program Files\Java\jdk-21\

valTM]) SE Development Kit 21.0.2 (64-bit) - Complete

Java(TM) SE Development Kit 21.0.2 (64-bit) Successfully Installed

Click Neat Steps to access tutorials, APT documentation, developer guides, release notes and
more to help you get started with the JDK.

Next Steps

TLP : CLEAR
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4
lalisunsy ZAP ‘1/]‘1/]1ﬂ']3Glﬂ@]\iﬁ%i%ﬁﬂﬂﬁ@ﬂllﬁ’)

W ZAP — ] X

ZAP

2140

Loading ZAP Tips and Tricks...

01, id=spider, version=0.8.0], [id=spiderAjax, version=23.18.0], [id=tips, v
ersion=12.0.0], id=webdriverwindows, version=69.0.0], [id=websocket, v
ersion=30.0.0], id=zest, version=43.0.0]]

INFO: Loading extensions

1fen Yes, I want to persist this session but I want to specify the name and location azAan Start

X ZAP
Do you want to persist the ZAP Session?
Yes, | want to persist this session with name based on the current timestamp
o) Yes, | want to persist this session but | want to specify the name and location
Mo, | do not want to persist this session at this moment in time
Remember my choice and do not ask me again.

You can always change your decision via the Options / Database screen

Help Start
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Y A s
1800 Folder t1azaa%0 1Mando1ns Save

ZAP is an easy to use integrated penetration testing tool for finding wulnerabilities in web applications,

If wou are new to ZAP then it is best to start with one of the options below,

Save In: Documents Y B o zEl = e Learn Mare
stionnaire  Learn More
File Name: |
Files of Type: ZAP Session
utput ==
Save Cancel

imestamp Method URL Code Reason RTT Size Resp. Body Highest Alert
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ringnihae Tsunsundniden Automated Scan

Toals

fon - Sean_testing - ZAP 214.0
View Analyse Report Import Export Gniine  Help
c [FIE B3 2E

c SIET-El=1=F=1=1F ¥ )
+

N Quick Start g
ecE=

% m v@me

= Request & Response Requester 4
= Contexts

Default Context

Welcome to ZAP

ZAP is an easy to use integrated penetration testing tool for finding wulnerasilties in web applications.
If you are news to ZAP then it is best to start with one of the options below.

RN )

Automated Scan Marual Explore Learn Mare

Run an automated scan against your application

Please fill in the ZAP User Personas Questlonnaire  Learn More

S History @ Search [Alerts | Output &

@ e
[

Fitter: OFF & Export &

Source Req. Timestamp Method URL

Reason RTT Size Resp. Body Highest Alert Note Tags =

Flerts [0 [0 (00 810 Main Proxy: localhost 8080

Current Scans 0 ®0 3 0

@0 /0 @0 HO0 %O

x

Ry

Td URL Website N@09M13A53900U%04 11170911909 URL to attack 194 https:/xxxx.moph.go.th

File Edt View Analyse

Report Tools

import Export Griine  Help
StandardMede v B wm i @S2 E e Bz =D &8 7/ 6 % ol Dme
@Sies 4 ¢ 4 QuickStart # = Request <« Response 5 Requester &
@eIaCc
< Automated Scan
7 Default Context
@ Sttes This screen allows you to launch an autemated scan agalnst an application - just enter Its URL below and press 'Attack
Please be aware that you should only attack applications that you have been specifically been given permission to test
URL to attack nttp: @ Select.
I'Dﬂ_!_!_smm Flonal spider:
Use ajax spider with _Firefox Headless
Attack tor
Progress Not started
SHistory @ Search [MAlerts | Output 4
@ @ 7 Fitter: OFF & Export
) Source Req. Method UARL Code Reason RTT Size Resp. Body Highest Alert Note Tags L
Alerts F0 90 [0 0 Main Proxy: localhost:8080. Qurrent Scans $0 ®0 10 §0 0 @0 ¥0 WO
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E4
ANABNINYAII

® Use traditional spider
® Use ajax spider with

® TFirefox Headless

fan Attack

v 4 Quick Start g* = Reguest & Response ¥ Requester =

< Automated Scan

This screen allows wou to launch an automated scan agalnst an application - just enter ks URL below and press ‘Attack’.

Please be aware that you should only attack applications that you have been specifically been given permission to test,

URL to attack: nttp:fftestphp wainweb, com/ w | @ Select. ..
Use traditional spider: «
Use ajax spider: +] with Firefox Headless
o Attack Stop
Progress Mot started
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5OINY Active Scan Y89 1U5UATUAUHUMTAUAUIUATY 100 %

TLP : CLEAR

File Edt View Analyse Report Tools
Standard Mode ] =
@sStes  +

A=k
= Contexts
Default Context

GET:Birkesper
244 Flash
# Mod_Rewrite_Shop
U 4§ GET artists.php
P # GET artists php (artist]
[ GET:cart php
R # POST:c

MHistory & Search

B ) New Scan Progr

Sent Messages  Filtered Messages

5] Reg, Timestamp
4,121 1/28/24, $:21:14 PM
4,123 1/28/24, §:21:14 PM
4,125 1/28/24, $:21:14 PM
4,127 1/28/24, §:21:14 PM
4,129 1/28/24, $:21:14 PM
4,131 1/28/24, $:21:14 PM
4,133 1/268/24, 9:21:14 PM
4,135 1/28/24, 9:21:14 PM
4,137 1/268/24, 9:21:14 PM
4,139 1/26/24, 9:21:14 PM

Alerts 4 4 |

Output

3: http:/itestphp. comicomment php

3 i 6 Main Proxy: loceinost 8080

Import Export  Onine  Help
L L BEs3 1 & v @ X @ «e@lme
Quick Start = Request ¢ Response Requester 4
Header: Text Body: Text =

GET http://testphp.vulrweb. com HTTP/1.1
h stphp . vulneb .con

pragma: no-cache

cache-control: no-cache

rt,price]

#} Spider

AJAX Spider ) Active Scan @ M ¥ WebSocksts 4

4 T IJ Qurrent Scans:0 Num Requests; 220 New Alerts: 17 & Export

Resp. Timestamp Method URL Code Reason RTT Size Resp. Header
GET http:/testphp.vilnweb.comicomment php?al 1ms 138 bytes
GET http:itestphp. vilnweb.comicomment php?a 1ms 138 bytes
GET http:/testphp.vilnweb.comicomment php?a 1ms 138 bytes
GET httpi/testphp vilnweb.comicomment php?a 2ms 138 bytes
GET http:/testphp.vulnweb.comicomment php?a 3ms 138 bytes
GET httpi/testphp. vilnweb.comicomment php?al 2ms 138 bytes
GET http:/estphp.vulnweb.comicomment php?a 1ms 138 bytes
1/28/24, 9:21:14 PM GET http:(testphp vilnweb comicomment php?al 1ms 138 bytes
1/26/24, 9:21:14 PM GET http:/estphp vulnweb.comicomment php?a 1ms 138 bytes
1/268/24, 9:21:14 PM GET http:/estphp vulnweb.comicomment php?a 7ms 138 bytes

o5
user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x864) AppleWebKit/S37.36 (KHTML, Like Gecko) Chrome/116.0.0.8 Safari/S37.36

Size Resp, Body o)

140 bytes
140 bytes
140 bytes
140 bytes
140 bytes
140 bytes
140 bytes
140 bytes
140 bytes
140 bytes

CQurrent Scans 0 ®0 A 0 @0 0 @0 %0 %O
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ad = L ld’
'Jﬁﬂ]iﬂﬁ'ﬁ)ﬁi’)‘ﬂﬁ"lEJﬁ%!ﬂEJﬂ‘lf@\‘li?‘i'J'ﬂW‘U

12 History | G search [0 Aerts s | | ) output | 4 Technoiooy | 48 Sider | ) Actve sean|

@ e |/ & Cross Site Scripting (DOM Based) =
nttp://testphp.vulnweb. com/#3aVasCript: /A—/* /*\" /!

BE "“Er =TT - JEm[xxf (/% *[cNcliCk=alert (5397) )//%0D$0A%0d%0a//</
10 Abeence of An-CSRF Tokens (43) st¥le/</title/</teXtarEa/</scRipt/——!>\x3csVg/<sVg/o
J Content Security Polcy (CSP) Header Not Set (53) B e e
{4 Missing Anti-dlickjacking Header (48) Risk: [ High
44l Source Code Disdosure -PHP (3) Confidence: High
-2 Cookie No HttpOnly Flag (8) Parameter:

\4 Cookie Witheut Secure Flag (4) A o RO N

{21 Cookie with Samesite Attribute None (4) CHTLE RO NS S T R o
2] Coskie without Samesstz Attrbute (4 Attac  5397) ) //%0D%0A%0d%0a//</st¥le/</titLle/</teXtarEa/</
{4 In Page Banner Information Leak (3) scRipt/--!>\x3csVg/<sVg/oNloAd=alert (5397) //>\x3e

1) Permissions Policy Header Not Set (53) Evidence:

{4 server Leaks Information via “-Powered-By” HTTP Response Header Field(s) (78) CWED: e

|1 Server Leaks Version Informaton via “Server” HTTP Response Header Field (91)
{4 Timestamp Disclosure - Unix \WASC ID: 8

-Hxcmuntsnt-Tvpeﬂuﬁuns:aadﬁerﬂs;m 69 Source: Active (40026 - Cross Site Scripting (DOM Based))
Authentication Request Identified (2)
Input Vector:
VAl Charset Mismatch (Header Versus Meta Content-Type Charset) (34) rout vector
VA Information Disclosure - Suspicious Comments Description:
|BY) Moder Web Application (5) Cross-site Scripting (XSS) is an attack technique that i‘
1 Non-storable Content (2) involves echoing attacker-supplied code into a user's
i[nReexammeCad‘\e{onﬂnlDlrecﬂ;es t:)d[) browser instance. A browser instance can be a standard j
Session Management Response Identified (6]

R storable and Cachesble Content (93) Other Info:
/A Storable but Non-Cacheable Content (2) Tag name: div Att name: null Att id: mainLayer
VA User Controllable HTML Element Attribute (Potential XSS) (4)

Solution:

Phase: Architecture and Design i‘

Use a vetted library or framework that does not allow

this weakness to occur or provides constructs that make ~

[

Al = d‘ |
msoueazPgansuily
A o Y a Ao o Y 1 1
1IN Attack 1a2 dzlidaunduiludesasrvdonsy 3 diu
a3 1 vaz 2

v 9

o I v 1 o A Y
13719ENMINITATIVADU Alerts Tab nJuwaﬂmmﬂim?]ﬁ”lﬁ}mmumi‘lﬂu’c’huu Iﬂillﬂiuﬁiﬂﬂ‘ﬂﬂ

9 1 o w o v A o Il ' o
vl o High, Medi ¢ L 1 7 o Cross-si
82 L3UN LINAIAUANNAINTYAD High, Medium Hag Low (A8 FHAIBYINITWUIT 1015001 Cross-site
Scripting 18
I =)
4 History | € search U Alerts 5| | output| 4 Technology | % Spider | ) Actve Sean| o I 1
OB ] r | [Cross site Scripting (DOM Based) -]
e http://testphp. vulnweb. com/#javasCript:/*=/* /*\ /%"
Bl Alerts (25 N e =
Te¥ Cross Site Scripting (DOM Based) e ramixs/ E/, /oNeliCk=alert csai?) )//%0Dt0R%0dR0a/ /</
{7 absence of Anti-CSRF Tokens (43) st¥le/</title/</teXtarEa/</scRipt/--!>\x3csVg/<sVg/o
{41 Content Security Policy {CSP) Header Not Set (53) NlchAd=alert (5397)//>\x3e
{4 Missing Anti-clickjacking Header (45) Risk: [ High
44 source Code Disosure - PHP (3) (Confidence: High
{1 Cookie No HttpOnly Flag (8) Parameter:
|11 Cookie Without Secure Flag (4)
}1) Cookie with SameSite Attribute None (4) #3avasCript:/*—/* /*\ /*'[*"/*x/(/* *[oNcliCk=alert (
4 Cookie without SameSite Attribute (4) (Attack: 5397) )//%0D:0A%04¥0a//</st¥le/</title/</teXtarEa/</
41 In Page Banner Information Leak (3) scRipt/-—1>\x3csVg/<sVg/oNloRd=alert (5397) //>\x3e
|- Permissions Policy Header Not Set (53) Evidence:
|11 Server Leaks Information via "X-Powered-By” HTTP Response Header Field(s) (78) -
|11 Server Leaks Version Information via "Server” HTTP Response Header Field (31) I
|4 Timestamp Disclosure - Unix \WASCID: 8
{1 X-Content-Type-Options Header Missing (84) iSource: Active (40026 - Cross Site Scripting (DOM Based))
|l authentication Request Identified (2) | ——
{1 Charset Mismatch {Header Versus Meta Content-Type Charset) (34) i
/A Information Disclosure - Suspicious Comments Description:
{2 Madern Veb Application (2) Cross-site Scripting (¥55) is an attack technique that 3
{22 nion-Storable Content (2) involves echoing attacker-supplied code into a user's
Al Re-examine Cache-ontrol Directves (4) browser instance. A browser instance can be a standazd -
| Session Management Response Identified (5)
{7 Storable and Cacheable Content (33) Other Info:
{4 storable but Non-Cacheable Content (2) Tag name: div Att name: null Att id: mainlayer
VA User Controliable HTML Element Attribute (Potential XSS) (4)
Solution:
Phase: Architecturs and Design i‘
Use a vetced library or framework that does not allow .|
this weakness to ocour or provides COnStructs that make j
Reference:
nttps://owasp.org/www-community/attacks/xss/
nteps://cwe.mitre.org/data/definitions/ T
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1 =]
5 istory | G search [P alerts & | | ] Output | @ Technology | 3 Soider | ) Active Scan | o |
® @ ‘ 7 ‘ & Cross Site Scripting (DOM Based) =l
T htep://testphp.vulnweb.com/#jaVasCript: /*=/*"/A\ /4"
B Alerts O5 wmpanf ([x x 1Cle=,
Cross Site Scripting (DOM Based) I Axm[ERf (/% */oNcliCk=alert (5397) )//%0D20A%0d%0a//</
|74 Absence of Ant-CSRF Tokens (43) st¥le/</title/</teXtarEa/</scRipt/--!>\x3csVg/<sVa/o
}72 Content Security Folicy (CSP) Header Not Set (53) Nlokd=alert (5397) //>\x3e
{7 Missing Anti-dlickjacking Header (48) Risk: [P Hioh
}72 Source Code Disclosure - PHP (3) Cnfidence: High
|11 Cookie No HttpOrly Flag (3) Parameter:
|2 Cookie Without Secure Fiag (4) e e ety e
|21 Cookie with Samesite Attibute None (4) e B A et
|2 Cookie without Samesite Attribute (4) Attack: $397) ) //%0DROAY0AR0a/ /</STY¥1e/</TitLe/</veXTarEa/</
|4 In Page Banner Information Leak (3) scRipt/--!>\x3csVg/<sVg/oNloAd=alert (5397) //>\x3e
|21 Permissions Policy Header Not Set (53) Evidence:
|41 server Leaks Information via *X-Powered-By " HTTP Response Header Field(s) (78) loWE ID.
|2 Server Leaks Version Information via "Server” HTTP Response Header Field (31) i
|4 Timestamp Disclosure - Unix WASCID: 8
-1 X-Content-Type-Options Header Missing (84) Source: Active (40026 - Cross Site Scripting (DOM Based))
Authentication Request Identified (2) Input Vector:
Charset Mismatch (Header Versus Meta Content Type Charset) {34) 8 :
Information Disdosre - Suspicious Comments e
Modern Web Application (3) Cross-site Scripting (X35) is an attack technique that :|
Non-Storable Content (2) involves echoing attacker-supplied code into a user's
Re-examine Cache-conirol Directives () prowser instance. A browser instance can be a standard -
Session Management Response Identified (5)
Storable and Cacheable Content (93) Sl
Storable but Non-Cacheable Content (2) Tag name: div ATT name: null Att id: mainLayer
User Centrollable HTML Element Attribute (Potential %55) ()
Solution:
Phase: Architecture and Design
Use a vetted library or framework that does not allow _
this weakness to occur or provides constructs that make ~
Reference:
https://owasp.org/wew-community/attacks/xss/
nttps://cue.mitre.org/data/definitions/79. ntml
1 vistory | & searcn [ alerts 5 | || output | @ Tecmology | 3 spider | ) actvesean| o |
@ @ ‘ 7 | & Cross Site Scripting (DOM Based)
— http://testphp.vulnweb.com/#jaVasCript: /A=/* " /*\ /"
ol JEm[ARS (/% *[oNCliCk=alert (5397) )//%0D30A30d%0a//</
Cross Site Saripiing ( ) LRL
|72 Absence of Anti-CSRF Tokens (43) st¥le/</title/</teXtarEa/</scRipt/--!>\x3csVg/<sVg/o
|78 Content Security Policy (CSP) Header Not Set (53) Nlokd=alert (5387)//>\x3e
78 Missing Anti-clickjacking Header (48) Risk: R High
-} Source Code Disclosure - PHP (3) Confidence: High
|11 Coolie No Httponly Fiag (8) Parameter:
|11 Cookie Without Secure Flag (4) . o B30 R, S IO T S .
|1 Cookie with Samesits Attribute None (4) #jaVasCript:/*—/* [*\*/*'/*"/+*f(/* *[oNcliCk=alert (
| Caokie without Samesite Attribute (4) Attac:  5397) ) //%0D%0A%0d%0a//</st¥le/</title/</teXtarEa/</
|1 In Page Banner Information Leak (3) scRipt/--!>\x3csVg/<sVg/oNloAd=alert (5397) //>\x3e
| Permissions Policy Header Not Set (53) Evidence:
|1 server Leaks Information via "X-Powered-By” HTTP Respanse Header Field(s) (78) lsr=n
|11 Server Lesks Version Information via "Server” HTTP Response Header Field (31) PoTe
|1 Timestamp Disclosure - Unix WASCID: &
-1 X-Content Type-Options Header Missing (84) ISource: Active (40026 - Cross Site Scripting (DOM Based))
Authentication Request Identified (2) Jinput Vector:
Charset Mismatch {Header Versus Meta Content-Type Charset) (34) 2 :
Information Disclosure - Suspicious Comments D=
Modern Web Application (3) Cross-site Scripting (XSS) is an attack technigue that
Non-Storable Content (2) involves echoing attacker-supplied code into a user's
Re-examine Cache-control Directives (4) browser instance. A browser instance can be a standard -
Session Management Respanse Identified (6)
Storable and Cacheable Content (93) Other Info:
Storable but Non-Cacheable Content (2) Tag name: div Att name: null Act id: mainLayer
User Controllable HTML Element Attribute (Potential XS5) (4)
Solution
Phase: Architecture and Design :l
Use a vetted library or framework that does not allow ]
this weakness to occur or provides CONSTructs that make -~
Reference:
https://owasp.org/waw-communi ty/attacks/xss/
https://cwe.mitre.org/data/definitions/79 . html
v
1 = 3
' [
= I =1 dT A o a T ‘]J a = dcl SIT = = = 1
v v @
37190210IANIT LANAN LAINATUIY LUTUNTUITBTUIUD Payload M 1% LalA TINDITIHDSIDIAN NG
9
ﬂ I A o (1 1 . .
5 o D
UBIUISLIOANNTT LIUAUU NY EUTIUUBN Description
Description:
Cross—-site Scripting (XSS) is an attack technigque that involves echoing attacker-supplied code into a user's browser instance. A browser -
instance can be a standard web browser client, or a browser object embedded in a software product such as the browser within Winlmp, an RSS
reader, or an email client. The code itself is usually written in HIML/JavaScript, but may also extend to VBScript, ActiveX, Java, Flash, -
'
axy sllrl ﬂ A ﬂ [ = I = ml 1 .
Y H Y o Sol
HAZITNIUN MVUYWUNWDUDINUNIDAANANTSNUUBINTG LINAISDY LUTIUVDN Solution
Solution:
Phase: Architecture and Design -

Use a vetted library or framework that does not allow this weakness to occur or provides constructs that make this weakness easier to

avoid. LI
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Reference:
nctps://owasp.org/wwwWw-communicy/attacks/xas/
https://cwe.mitre.org/data/definitions/7%. html
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VUADUN 1 ‘Iﬁiﬁﬂ’1]1ﬂfﬂﬁ'ﬁ!,I,ﬂu‘IK?'l‘IffJ\‘II‘W’JG],‘IKiul'ﬂl,ﬁf)ﬂ!,ll“Ll‘i Report fINDNIN1TDDNITIYIU
a Untitled Session - ZAP 2.14.0

File Edit View Analyse Tools Impott Expott Online Help
StandardMode ~ | | ] & I ¥ |2 & La

@ Sites = 1

@ LE =

= Contexts
[&] Default Context

@ Sites

9 v Y
VUADUN 2 Glﬁ}ﬂﬁﬂ Generate Report i]3‘]JiTﬂQWﬁWﬂﬁ@NﬂWﬂﬁﬁ]ﬂﬂﬁﬂﬂu
Q Untitled Session - ZAP 2.14.0

File Edit View AnalyseTnnls Import  Export  Online  Help

Standard Mode ~ | | ] L Compare with Another Session... | = B ] @ [ & & &
@ Sites + Generate Report .

]

@ B3
= Contexts

[&] Default Context

@ Sites
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VUADUN 3 1ADN sites NADINITDONITIYITU

V& A

Fuaoun 4 19010 1Wd YYYY-MM-DD-ZAP-Report-3Haraa1unenuIasHan.html

v ' :
VUADUN 5 AAN Generate Report ATRRRIERARY

a Generate Report

Scope Template Filter Cptions

Report Title: ZAP Scanning Report

Report Mame: YYYY-MW-DD-ZAP-Report-HOSCODE htmi | £
Report Directory. CUsers\suthiiZAP

Description:

Contexts: Default Context

Sites: http:/ftestphp vulnweb.com 3

Generate If No Alerts:

Display Report: 5

L2 Generate Report Reset Cancel




ZAP Scanning Report

Generated with X ZAP on Sat 27 Jan 2024, at 11:33:32

ZAP Version: 2.14.0

Contents

= About this report
= Report parameters
= Summaries

= Alert counts by risk and confidence

= Alert counts by site and risk

= Alert counts by alert type

= Alerts

» Risk=High, Confidence=Medium (2)

= Risk=Medium, Confidence=High (1)

»  Risk=Medium, Confidence=Medium (2)

= Risk=Medium, Confidence=1ow (1)

» Risk=low, Confidence=High (1)
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Contents

= About this report
»  Report parameters
= Summaries

= Alert counts by risk and confidence

= Alert counts by site and risk

= Alert counts by alert type

n Alerts

= Risk=Medium, Confidence=High (1}

»  Risk=Medium, Confidence=Medium (1)

= Risk=mMadium, Confidence=_Low (1}

= Risk=low, Confidence=High (1)

= Risk=Low, Confidence=Medium (2}

= Risk=Informational, Confidence=Medium {1}

= Risk=Informational, Confidence=Low (4)

= Appendix

= Alert types

MNLAAIAIDED VT8N A5
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About this report

Report parameters

Ccontexts

Mo contexts were selected, so all contexts were included by default.

Sites

The following sites were included:

= hittp://testphp.vulnweb.com

(If no sites were selected, all sites were included by default.)

An included site must also be within one of the included contexts for its data to be included in
the report.

Risk levels

Included: High, Medium, Low, Informational

Excluded: None

Confidence levels

Included: User Confirmed, High, Medium, Low

Excluded: User Confirmed, High, Medium, Low, False Positive

=]
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Alerts

Risk=Medium, Confidence=High (1)

http://testphp.vulnweb.com (1)
Content Security Policy (CSP) Header Not Set (1)

> GET http://testphp.vulnweb.com/robots.txt

Risk=Medium, Confidence=#edium (1}

http://testphp.vulnweb.com (1)

Missing Anti-clickjacking Header (1)

B GET http://testphp.vulnweb.com/

Risk=Medium, Confidence=Low (1)

http://testphp.vulnweb.com (1)

Absence of Anti-CSRF Tokens (1)

» GET http://testphp.vulnweb.com/

Risk=Low, Confidence=High (1)
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